
CORPORATE MANAGEMENT BOARD      Agenda Item No. C 

1 December 2006 

STRATEGIC RISKS AND THEIR MANAGEMENT 
 

The Council manages risk on a daily basis throughout its services.  In addition, we have assessed the 
major risks to the operation of the Council and to the achievement of its Council’s goals, aims and 

priorities 

 
A full analysis of risks is contained in the Council’s Risk Register.  The Register identifies the following strategic 
issues which constitute significant potential risks, and which will be managed by the Corporate Management 
Board, reporting to the Cabinet.  The principal strategic risks to the operation of the Council and the 
achievement of its objectives are shown below. Updated comments provided from Departments since CMB on 
6 October are shown in red below. 
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Business Continuity 

The lack of 
adequate plans 
to ensure the 
Business 
Continuity of 
County Council 
operations 

This risk refers to any event 
which might cause major 
disruption to the continuity and 
delivery of WCC operations 
and business activities. 
 
 
 
 
 
 
 
 
 
 
 

H L Control: The corporate Business 
Continuity  is being updated to reflect the 
new department structures.  A revised 
Business Impact Analysis matrix has 
been drafted to take in to account the 
moves within departments.  Copies will 
be issued to the BCM working group at 
the next meeting in January 2007.  A 
revised draft plan will be ready for 
circulation in March 2007.   
Meetings are being held with the county 
council’s main contractors to check what  
continuity arrangements they have in 
place and to give advice where 
appropriate.  A report on findings will be 
prepared once all the meetings have 
been conducted.  It is then intended to 
hold a joint meeting to discuss best 
practice.   
 
A national pandemic exercise called 
Exercise WILLOW is scheduled for 16 
February 2007.  A planning meeting for 
this exercise is being held on 13 

December 2006 at GOSW. 

 
For ICT, main server is secure and 
disaster recovery planning is in place for 
the top 47 servers. Corporate IT is 
working with services to address 
continuing risk to business systems. 
 
Mitigation: Key staff are allocated to four 
levels of response teams (initial 
response, 2 to 24 hours, and beyond).  
 
A programme of callout telephone 

Cabinet 
Member  
Fleur de Rhe 
Philipe 
 
Director of 
Environmental 
Services 
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exercises has been issued for approval.  
Each exercise will target a specific group 
or team and assess their availability at 
that particular time.  The 3 Emergency 
Functional Teams of Works, Welfare and 
Coordination and Communication were 
contacted on 15 November and each 
team had sufficient staff available to react 
to a major incident.  It is envisaged that 
live callout exercises will be held in 2007 
to enhance major incident and flu 
pandemic planning 
 
For ICT, an alternative business 
continuity site has been identified and 
disaster recovery planning is being 
developed with the new contractor. 
Server virtualisation, storage replication 
and WAN resilience plans  are underway 
with delivery staged over the next 12-18 
months. 
 

Supply, Demand and Cost 

Failure to 
manage the 
overall budget 
for children’s 
care 
placements in 
2006/7 and 
subsequent 
years 

Market pressures and the 
rising number of complex 
cases significantly affect the 
County Council’s ability to 
influence or control the 
continuing increase in costs of 
services for children. 

H H Control: Recovery Planning in Children’s 
Services is also in place and the 
implementation of the Children’s 
Placement Strategy is providing a co-
ordinated framework which includes 
tighter commissioning; senior 
management oversight of placement 
procurement; improving budget 
management and forecasting and work 
towards implementation of Member 
Scrutiny recommendations. In-house 
residential services are being 
externalised in an effort to reduce costs 
in the medium term and the County is 
engaged with the regional 
Commissioning Forum in seeking to 
develop an effective engagement with the 
independent sector. 
Mitigation: We continue to face pressures 
on the costs of placements for Children 
Looked After: and we are addressing 
them through the Placement Strategy 
and Scrutiny Task group 
recommendations, which jointly focus on 
the recruitment of foster carers, 
contracting arrangements with providers 
and commissioning of residential home 
services.   

Cabinet 
Member 
Children’s 
Care:  
Bridget 
Wayman 
 
 
Director for 
Children and 
Education 
 
 
 
Jimmy Doyle 
Assistant 
Director 
Children and 
Education 
 

Failure to 
manage the 
overall budget 
for adult care 
placements in 
2006/7 and 
subsequent 

The very significant impact, 
including the major financial 
implications notified to WCC 
with little notice, of the 
extensive reorganisation and 
reduction in services by 
Primary Care Trusts (PCTs) in 

H H Control: In 05/6 the Department of Adult 
and Community Services (DACS) had 
reduced the number of people eligible for 
community services by 7%.  
Mitigation: In this financial year the 
recovery plan has set a savings target of 
£6.8 million to be achieved through a 

 
Cabinet 
Members  
Adult Care: 
John 
Thomson  
and Mary 
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years. 
 
 

the county, has led us to 
withdraw from arrangements 
for the integrated management 
of health and social care.  
Also, as with children’s 
placements, market pressures 
and the rising number of 
complex cases significantly 
affect the County Council’s 
ability to influence or control 
the continuing increase in 
costs of services for children, 
disabled people and older 
people. 

range of measures.  The latest 2006-07 
budget monitoring statement shows 
DACS will achieve the target savings. 
It has been clear from this work that, 
despite making significant progress to 
reduce their over spend, DACS will not 
able to make reductions to meet the total 
budget shortfall whilst still maintaining 
essential services to the very vulnerable. 
The budget shortfall is, therefore, being 
addressed in 2006/7 on a Corporate 
Recovery Planning basis overseen by the 
Corporate Management Board and 
involving dedicated work by the Recovery 
Board. 
In 2007/8 Adult and Community Services 
will be substantially reconfigured to 
reflected the major shift in the overall 
budget level for this range of services.   
Cabinet Liaison meetings have met on 
several occasions during October / 
November to consider the 2007-08 
budget position including consideration of 
risks.  

Douglas 
 
Director of 
Adult and 
Community 
Services 
 
 
Jeanette 
Longhurst 
Assistant 
Director, 
Adult and 
Community 
Services 
 

The County 
Council could 
be required to 
meet Land 
Compensation 
Act Part 1 
claims totalling 
£1.255m arising 
from the 
construction of 
Calne NDR. 

Defective indemnity clause in 
Section 106 Agreement.  
A claim against the County 
Council was filed in the Lands 
Tribunal as a test case 
concerning the intrepretation of 
Clause 19 (3) of the Land 
Compensation Act. The 
interpretation of the clause was 
heard as a preliminary issue 
and the Court found in favour 
of the County Council. 
However, the claimants were 
given leave to appeal and the 
appeal hearing has been set 
for 14th-16th February 2007. 
 

M M Counsel has been briefed to represent 
the County Council. If the appeal is 
successful, the possibility of an appeal to 
the House of Lords will have to be 
considered. Although the claims total 
£1.255m, the actual level of settlement 
would be subject to negotiation and could 
be expected to be significantly lower. 

Cabinet 
Member  
Fleur de Rhe 
Philipe 
 
Director of 
Environmental 
Services 
 
 
Tracy Carter 
Assistant 
Director,  
Environmental 
Services 

Management of Complex and Large Changes 

Not achieving 
desired 
efficiencies and 
service 
improvements 
described in the 
Corporate Plan. 

This risk refers to identified 
critical paths for the various 
projects not being achieved.  

H M Control: Key control mechanisms include 
the strategic oversight of the Corporate 
Management Board, the role of key 
corporate groups and the specific 
programme and project management 
arrangements for the major projects. 
Internal governance arrangements have 
been reviewed and improved during the 
last year.   
CMB are developing a programme 
management approach for  major change 
activities, that concentrates on the 
agreement of benefit realisation plans. 
Mitigation: Monitoring would identify any 
shortfalls.  Budget and recovery planning 
would be used to address any delay in 

Cabinet 
Member  
Jane Scott 
 
Chief 
Executive  
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achieving savings from efficiencies. Our  
performance management processes  
trigger corrective action to reduce any 
shortfall on service improvement, and if 
necessary to review timescales/targets.   

Cost overruns 
on major capital 
projects 
reducing 
reserves and 
ability to deliver 
capital 
expenditure 
plans.   

The risk increases with the 
complexity of major projects.   

H M Control: The corporate management of 
Capital Programme, including the actions 
of the Capital programme Working 
Group, and the management of its 
individual projects, has been effective in 
managing these risks.  
Mitigation: The governance structure of 
the Capital Programme Working group is 
mitigating in its operation monitoring 
capital expenditure in all services and 
reporting to the County Treasurer on a 
monthly basis. The County Treasurer in 
turn reports to Cabinet on a quarterly 
basis. 
There is strong application of project 
management at all levels from planning 
to delivery of capital schemes. Significant 
capital projects have detailed risk 
registers that contain mitigation 
measures. 

Cabinet 
Member  
Jane Scott 
 
Acting County 
Treasurer 
 
 

Failure to 
improve IT 
development to 
maximise our 
ability to deliver 
service 
improvements 
 
 

Inability to deliver projects on 
time and to an agreed 
specification leading to failure 
to deliver change and benefits 
and to cost growth. 

H M Control: To ensure that Departments 
identify adequate resources before 
allowing projects to commence, with sign 
up to defined benefits. To ensure that 
adequate technical resources are 
available before commencing projects. 
Generally, ICT projects are phased to 
reflect capacity and criticality.                                                                                            
Mitigation: To ensure that contingency 
plans are in place in case budget 
prioritisation results in project re – 
prioritisation. 
The ICT Steering Group now requires all 
ICT projects to present a business case 
to ensure the right projects are funded 
based on the priorities for the council. 
This has led to a project prioritisation for 
the ICT development budget.       
Capacity of departments to support  
significant business change programmes 
remains an issue                                                                       
Mitigation: All major programmes now 
have executive engagement and 
direction and plans will lay out the level of 
support required from departments, 
effective communications plans will 
ensure awareness and help deliver buy 
in. Departments are required to sign up to 
benefits plans. Tight programme and 
project management and control of risks 
will continue to be essential to mitigate 
non delivery of benefits  
                                                                                

Cabinet 
Member  
John Noeken 
 
Acting County 
Treasurer 
 
 
Head of ICT 
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The Head of ICT has strengthened 
management and direction and during 
the past year he has led the contract 
renewal for the major contract that 
supports the County Council’s ICT 
operation.  

Failure of Partners and Partnerships 

Failure of 
partnership 
working to 
deliver joint 
service 
objectives 
 
 

Instability of some of the 
County Council's partner 
agencies and the and the risk 
of inadequate governance 
arrangements in important 
partnerships. 

H M Control: The significant impacts on the 
County Council of the NHS actions have 
clearly indicated that partnership 
arrangements must be sufficiently robust 
in relation to accountability including 
accountability for identified risks. Work is 
being taken forward to assess how 
models of governance can be further 
developed to encompass improvements 
to accountability. This area of work is 
critical to the development of the Local 
Area Agreement proposal for Wiltshire. 
The role of the Strategic Board is 
developing and more structured 
performance management arrangements 
will be introduced with the development 
of the Local Area Agreement.  
Mitigation: a review of partnership 
agreements is taking place – mitigation 
will then be identified for each 
agreement. 

Cabinet 
Member  
Jane Scott 
 
Chief 
Executive 

Failure of major 
contractors to 
deliver joint 
service 
objectives 

Risk factors could arise in 
relation to a contractor’s 
business that affects their 
strategic management or 
operational capacity, during 
the period of an established 
contract.  

M M Major delivery partners include Sodexho, 
Wiltshire Highways and the Order of St 
John (OSJ). The impacts of the NHS 
actions have been highlighted above. 
Control: We keep under review our 
overall approach to the current 
contracting strategy including whether to 
break contracts down into smaller 
packages. The corporate contracts 
register is adhered to by not letting 
contracts exceed their due dates. There 
is a regular review of the procurement 
strategy to ensure that our business 
needs continue to be met. Full and 
thorough contract evaluation takes place 
at the time of award of contract. 
Mitigation: During the annual review of 
performance of all major contracts – over 
£1m in value there is a report back on 
continued contractor viability. Increased 
attention is being paid to learning from 
emergency planning exercises in order to 
flag up weaknesses in the Council’s 
preparedness for handling risk scenarios 
involving major contractors.  

Cabinet 
Member  
Fleur de Rhe 
Philipe 
 
Director of 
Environmental 
Services 
 
 
Tracy Carter 
Assistant 
Director,  
Environmental 
Services 

Poor Performance 

Failure to 
achieve landfill 
reduction 
targets for 

This risk relates to the 
European landfill directive. 
Fines have been set at £150 
per tonne.   

M M Control: Significant action has been put in 
place to improve waste minimisation and 
increase waste diversion from landfill.   
Mitigation: Cabinet has agreed to award 

Cabinet 
Member  
Fleur de Rhe 
Philipe 
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waste, resulting 
in large fines 
 

one contract for the diversion of waste 
from landfill, subject to satisfactory 
completion of detailed drafting of contract 
documents. The award of the contract 
has lowered the risk status from High to 
Medium. 

 
Director of 
Environmental 
Services 
 
Tracy Carter 
Assistant 
Director,  
Environmental 
Services 
 

Death or Serious Injury from Negligence or Failure 

Failure to 
safeguard 
against 
significant 
injury/death of 
pupils/young 
persons 

A risk factor would be a lack of 
adequate risk assessment or 
supervision on school and 
youth service trips and 
activities. 

H L Control  Schools are advised and 
encouraged to operate the planning and 
risk assessment system thoroughly and 
consistently before undertaking school 
trips (therefore identifying potential 
sources of confirmation e.g. Health & 
Safety Audit). Also there is regular 
training and supervision of those working 
with vulnerable children. 
Mitigation: Random Health and Safety 
checks take place on 5% of all trips and 
activities. An advance online monitoring 
system is used to approve all visits 
involving pupils/young persons. 

 

 

Cabinet 
Member 
Bridget 
Wayman 
 
Director for 
Children and 
Education 

 
Failure to 
safeguard 
against injury 
and death in 
relation to Road 
Traffic 
Accidents (RTA) 
 

 
Insufficient resources available 
for local safety schemes and 
highway maintenance. 
 

 
H 

 
L 

 
Control: The County Council has set out 
its transport and road safety strategies 
and maintenance strategies in the Local 
Transport Plan. 
Mitigation: The Council undertakes 
routine highway inspections and 
responds to members of the public who 
report defects. Programmes are 
developed for safety and maintenance 
schemes with priorities assessed on a 
county wide basis. 
The Council has established a network of 
roads for precautionary salting when the 
predicted weather conditions suggest this 
is required. 
 

 
Cabinet 
Member  
Fleur de Rhe 
Philipe 
 
Director of 
Environmental 
Services 

 

 

 

 


